Contact Info
Jacob Conrads

Software Engineer/Network Security Specialist Phone: 575-446-8592

Email: Jacobtc23@gmail.com

SUMMARY OF QUALIFICATIONS

Computer/Network Security Specialist with 5+ years’ experience performing, leading, and teaching
Network Security Operations for the Department of Defense. Proven ability to think critically, troubleshoot,
and solve challenging problems with rapid cyber capability and development in multiple programming
languages. Active Top Secret/Sensitive Compartmented Information (TS/SCI) security clearance

SKILLS

e JavaScript, HTML, CSS, PHP, SQL, Python, PowerShell, C/C++, Java, and Shell Scripting

¢ Windows and Linux systems and administration, full web stack, and front-end frameworks

e Superb critical thinking, attention to detail, creative problem solving, and decision-making skills

¢ Significant understanding of computer graphics, especially HTML5 Canvas, Three.js, and WebGL
e Firm grasp of digital forensics, experience with virtualization technology and reverse engineering
e Strong written and verbal communication skills, including instruction and public speaking

e Electronics, microcontrollers, assembly programming to control servos, motors, relays, LEDs

WORK HISTORY

Cyber Warfare Operations - Instructor Jan 2017 - PRESENT
United States Air Force, Biloxi, MS
o Delivered 1,000+ hours of instruction; awarded Community College of the Air Force (CCAF)
Instructor Certification (CIC) - Level 1
e Authored brand-new scripting block that emphasizes the integration of Python scripting and
Cybersecurity. Designed and developed study tools, material, labs, and testing devices
¢ Modernized Windows and Linux curriculum by crafting new hands-on exercises with interactive
labs that boosted student test scores and brought the curriculum in-line with current operations

Network Exploitation Analyst Mar 2013 — Dec 2016
United States Air Force, National Security Agency, Fort Meade, MD

¢ Maintained integrity of government networks through offensive security at NSA Red Team

e Conducted onsite network penetration tests from an insider threat perspective

e Developed JavaScript/PHP/SQL application to help operators visualize network/target data

e Led ateam to develop log parsing scripts in Python to automate a previously manual task

EDUCATION

University of Maryland University College 2013 -2018
BS, Major: Computer Science

Community College of the Air Force 2013 - 2015
AAS, Major: Cybersecurity

Community College of the Air Force 2010 - 2012

AAS, Major: Avionics Systems Technology
CERTIFICATIONS

e GIAC Web Application Penetration Testing (GWAPT) Apr 2016 — Apr 2020
e GIAC Certified Incident Handler (GCIH) Feb 2013 — Feb 2021
e CompTIA Security+ May 2012 — July 2021
o (ISC)2 Certified Information Systems Security Professional (CISSP) Sep 2018 — Sep 2021



